MacOS X
Kernel Insecurity
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Introduction

® |lja van Sprundel works
for Suresec Ltd
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® We like breaking stuff,
MacOS X and breaking
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Why we chose the kernel?

® it’s fun to play with and a good opportunlty
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What is MacOS X?

a (not so) modern operating system
a graphical user interface (Aqua)

lots of userland applications

Mac OS X

a kernel layer (Darwin)

Software-Aktualisierung. ..

Prozessor 1.67 GHz PowerPC G4

runs On Powe rPC Speicher 1GB DDR 5DRAM

.. Weitere Informationen...




What is Darwin!?

® the kernel layer of MacOS X

® an operating system on its own
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What is XNU!?

® the kernel of MacOS X and Darwin
® based on FreeBSD
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Auditing MacOS X

® the kernel is Open Source, get it at
http://www.opensource.apple.com/
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Auditing MacOS X

® MacOS X’ code base is pretty old
RN, (IOI FreeBSD3 10.2: FreeBSD4 IO3 i
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Information Leaks

oo @2 bug in the kernel that allows dlsclosure of
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Information Leak in TCP/IP stack

struct ifreq ifr, *ifrp;

for (; space > sizeof (ifr) && ifp; ifp = ifp->if_link.tge_next) {
char workbuf[64];
int ifnlen, addrs;
ifnlen = snprintf(workbuf sizeof(workbuf),

"°/ s°/_ d" |fp->|f name |fp->|f unlt)
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Information leaks




Buffer Overflows

® known for a very Iong ime




Stack based buffer overflows

(refreshing your memory)

® data is written beyond the boundaries of a
reserved part of the stack

® the goal is to overwrite sensitve
information

® a saved instruction pointer (pc€) is usually
located in this array

® if something goes wrong, the application
WILL crash



Stack based buffer overflows

(refreshing your memory)

® the saved instruction pointer points to the
instruction to execute after the return
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Stack based buffer overflows

(refreshing your memory)

® instructions you inject and want to be
executed are refered to as shellcode

® in userland, shellcode will usually spawn a
shell or open a network connection

® usually, there are restrictions (size, 0 bytes)



Developing PPC shellcode

® PPC has fixed instruction size of 32 bit
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Buffer overflows
in the Darwin kernel




Developing shellcode for
Darwin

® in kernel, you cannot call ‘execve’

® but there are a lot of other interesting
things

® we can change the user id of a process

® cach process has the user id stored in
the kernel

® our shellcode has to find and overwrite it



Developing shellcode for
Darwin

¢ finding the process structure of a process is
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Developing shellcode for
Darwin

long get_addr(pid_t pid) {
int i, sz = sizeof(struct kinfo proc) mib[4];
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Developing shellcode for
Darwin

® now the address of the structure is known

® find the right field and set it to 0 (uid of root)

struct proc {
I,IST ENTRY proc)p I|st & Ilst of allprocesses I
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Developing shellcode for
Darwin

Basic Darwin kernel shell code:

int kshellcode[] = {
0x3ca@aabb, // lis r5, @xaabb
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Returning from shellcode

® in most userland applications, there is not
need to return

® when we do not care, the kernel WILL panic
® there are two solutions:

® calculate where to return and reconstruct
everything we broke

® call IOSleep()

® we chose the second option ;-)



Stack overflow in Darwin

struct semop_args {
int semid;

struct sembuf *sops;
int nsops;

s

T

semop(p, uap, retval)
struct proc *p,
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copyin() problem
and the solution

® Problem: we would copy too much and the
stack space would exhaust

® copyin() does some tests on the userland
address: it will stop when a read error

OCCUTrS

® we have to place a unreadable page right
behind our shellcode (mprotect)



Stack overflow in Darwin

® there Is a length check on nsops, but not
for negative values

Sae copyln() coples data from userland to s
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Another problem:
finding the shellcode

since we're in kernel space, it’s a one shot

we need to know the exact address of the
code

using the nsops array might be too risky

we can just use userland data (as long as it’s
valid)

we canh determine userland addresses with
ease



Kernel bugs that compromise
the userland

® not all bugs in the kernel need to be
epr0|ted in kernel space
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Kernel Bug
setrlimit()

extern int maxfiles;
extern int maxfilesperproc;
typedef |nt64 _trlim_t;
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setrlimit()

int dosetrlimit(struct proc *p, u_int which, struct rlimit *limp) {
register struct rlimit *alimp;

alimp = &p->p_rlimit[which];
if (limp->rlim_cur > alimp->rlim_max || limp->rlim_max > alimp->rlim_max)
if (error = suser(p->p_ucred, &p->p_acflag))
return (error);

switch (which) {
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setrlimit()

® all values used are signed, negative rlimits can be used

® will pass all super user checks
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setrlimit()

® getdtablesize() returns the max value of file descriptors that a
process can open

® some programs use this in a for() loop to close all open fds before
spawning a hew process.
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Auditing MacOS X

Addendum

® Fuzzing is absolutely en vogue

T usmg seml-valld data to bypass |n|t|al
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Fuzzing MacOS X

syscall arguments

® gerenate a random syscall number

® OS X has some negative syscall numbers
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Fuzzing MacOS X

syscall arguments

the quallty of your fuzzer depends on the
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Fuzzing MacOS X

binary file fuzzing

® brute force fuzzing:

® take a valid file




Fuzzing MacOS X

available software

® the FreeBSD Kernel Stress Test Suite
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~ ® MacOS X port, see http://blogs.23.nu/
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Brownfields in the Kernel

® AppleTalk is a network stack designed like
the OS| model

® Apple about the AppIeTakaramework Do
o not qse
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Security at Apple

® Apple fixes silently, without CVS commit
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Security at Apple

® kernel rootkits alter the syscall table

® since 10.4,Apple hides the syscall table
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